Hi All Northland Property Managers,
I was recently contacted by a northland property manager in regard to a check they had received from someone wanting to rent an apartment at their property. The check had been made payable to the property in an amount exceeding the rent amount. The check, which had been sent by UPS was made out for $5500 and had been drawn from the Chase bank. A series of e-mails accompanied the check. In the e-mails, the sender advised that he was moving very soon and he wanted to rent an apartment at this property. He suggested that the management deposit the money and send the remaining money (minus the rental fees) sent to the “furniture store” for the purpose of purchasing furniture to furnish the new apartment. A name and address was provided to send the money to. The sender followed up with another e-mail mentioning that the property should have received the check via UPS by now.

In the e-mails, the sender mentioned several times that they needed the money sent to the furniture store ASAP since their order was waiting. In this particular case, the return address was in California.

Thankfully, the management at this property had some concerns about the authenticity of this transaction. The manager called the company issuing the check and learned that this company had recently experienced someone hacking into their system and stealing a number of checks, including the one sent to this property.

Basically, the sender is relying on a quick response from whoever receives this check since they will have real money before it is discovered that this is a scam and the check is a fraud causing the rental property to suffer a large loss, in this case it would have been $3800.

My partner, Officer Silke, contacted a detective in our fraud unit and learned that this is a very common scam right now and that some of our local property managers have incurred a loss because of it. In fact, the detective stopped P.O. Silke and was able to state the rest of the story himself.

Please be aware that your industry is a target of this scam. Besides verifying check authenticity, look for other inconsistencies, for example; no completed application or applications with limited or unusual responses. In the accompanying e-mails, the sender repeated that he was in a hurry and wanted the transaction completed as soon as possible to meet their deadline. There were some other grammar errors and it appeared to me that this may have been translated from another language. Although this one had a return address in California, the sender may not even be in the United States.

This is another example of how vigilant screening can save you from future losses. If you have any questions, please feel free to contact me.

Officers receiving this may disseminate to the properties or other agencies as needed.

Thank you,

P.O. Don Smarker

KCPD-North Patrol

Crime Free Multi-Housing Program

1001 N.W. Barry Road

K.C., MO  64118

(816) 437-6231 desk

(816) 437-6207 fax

(816) 719-8141 cell

Don.smarker@kcpd.org

!!!!!!! Please note that my e-mail address has changed. The previous e-mail address will be discontinued on 1-1-2009 !!!!!!!!!!!!!! 
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